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ABSTRACT

A modified RSA cryptosystem based on 'n' prime is used to secure data or information. This is a novel
method for ensuring maximum network data security. Encryption, decryption, and key generation are all
involved. A prime number is used in a modified RSA cryptosystem to provide network security. In this
technique, we used a 'n' prime number that is difficult to break. 'n' prime numbers are difficult to
decompose. This technique increases network efficiency and reliability. We discussed security in Wi-Fi
technology in this Research Paper. We also presented solutions to some of these security flaws. The solution
is based on a random number generation process as well as a variety of encryption and decryption
algorithms.
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INTRODUCTION

Wi-Fi is an IEEE 802.11-based set of product compatibility Standards for Wireless Local Area
Networks (WLAN). Wi-Fi was designed for mobile devices and LANSs, but it is now commonly
used for Internet access. When a person is in close proximity to an access point, he or she can
connect to the Internet using a wireless-enabled computer or personal digital assistant. Wi Fi is a
wireless networking protocol. It is also referred to as 802.11 networking and wireless networking.
And we can use this technology to connect computers anywhere in an office or home without the
use of wires. Computers connect to the network via radio signals and can be located up to 100 feet
apart. It enables users to connect to the internet from virtually any location at speeds of up to 55
Mbps. This technology enables computers or handsets to send and receive data anywhere within
the range of a base station using radio technologies based on the IEEE802.11 standard. Wi-Fi not
only wirelessly connects computers, but it also connects people. [1-4]

We will be able to enter messages into the system after it has been started. The maximum message
length is 32 characters. After that, the system prompts for a key, which can be either a number or
an alphabet. Entering the key causes the encrypted message to be sent to the other system. The
other system then requests that key view the message. If the user enters the correct key, the
message is decrypted; otherwise, it displays a garbage value, securing wireless communication.

We developed an algorithm in this paper that is based on a modified RSA cryptosystem based on
'n' prime numbers. This algorithm is useful for achieving high security. We attempted to develop
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'n' prime numbers for network security throws. Because 'n' prime numbers are difficult to
decompose and increased network efficiency. [5]
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Figure 1: Conventional RSA block diagram

As illustrated in Figure 1, existing RSA encryption is divided into three processing modules. The
key generator module first receives a 1024 bit pseudo-random number and generates a private and
public key. The second storage module is a memory that stores a private key of 2048 bits. Because
it constantly stores a 2048 bit key in memory, it is extremely vulnerable to side attacks. If the side
attack is successful, the RSA encryption algorithm's security is compromised regardless of
encryption key size. The security module then encrypts data with 2048-bit private and public keys.
The algorithm for encrypting and decrypting using the 2048 bit key necessitates extremely large
hardware that is nearly impossible to implement. Furthermore, exchanging 2048 bit private and
public keys via wireless communication is difficult. [6]

RSA algorithm:

» Select two different prime numbers p and q For security aim, the integer’s p and q must be prime
numbers.

* Calculate n=p*qn will be used as the module for public key and private key.
* Calculate f(n)=(q-1)(p-1), Where f is a function of Euler’s

« Select an integer e such that I<e<f(n) and GCD (e, f(n))=I;
e and f(n) are co prime.

. Determine d:d is multiplicative inverse of
(e * d) mod f (n) =1 d is the private key.

(¢]

mod (f(n))
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A transfer the data m with the public key (e, n) to B receives the data m with the private key (d, n)
Such that 0<m<n

C=m° mod n
A will be used the public key and transfer the data plain text to cipher text.

Decryption:
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Cipher Text Algorithm Plain Text

B will be gotten the data or message m throws the cipher text to plain text. B is used private key
d.

m= cd mod n

Objectives:

1. Wi-Fi-based secured wireless communication with RSA encryption enables us to
communicate wirelessly while maintaining security.

2. Data transfer between two systems is encrypted using RSA encryption, which is highly
secure.

3. Identifying security flaws in the Wi-Fi system.

4. Using a Random Number Generator, create a secure authentication process.

5. Make available a secure encryption and decryption algorithm.
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REVIEW OF LITERATURE:

Lifeng Sang et al. proposed a shared secret free wireless network security infrastructure based on
two physical primitives: cooperative jamming and spatial signal enforcement. Cooperative
jamming is used for secure wireless communication, while spatial signal enforcement ensures
message authenticity. Infrastructure that has been proposed. [7]

Arash Habibi Lashkari and colleagues presented an overview of wireless security protocols (WEP,
WPA, and WPA2/802.111). WEP protocol types, flaws and improvements, WPA protocol types,
WPA improvements such as cryptographic message integrity code or MIC, new IV sequencing
discipline, per packet key mixing function, and rekeying mechanism are discussed. They also
explained major issues with WPA that occurred on the PSK part of the algorithm. Finally, the paper
described the third generation of wireless security protocols as WPA2/802.111. [8]

Hyung-Woo Lee and colleagues discussed various issues and challenges in wireless sensor
networks. The paper described two types of wireless security attacks: one against security
mechanisms and the other against basic mechanisms such as routing mechanisms. Denial of
service attacks, attacks on information in transit, sybil attacks, hello flood attacks, wormhole
attacks, and blackhole/sinkhole attacks are all explained. The paper also discussed various wireless
sensor network security schemes such as wormhole-based, statistical en-route filtering, random
key, and tiny sec. In addition, a holistic view of security in wireless sensor networks is described.

[9]

Gamal Selim and colleagues described various types of security attacks, including MIC
modification, fabrication, interception, brute force, maintainability, and static placement. They
examined the current security protocols, including WEP, WEP2, WPA, and WPA2. They also
proposed a novel mechanism known as the multiple slot system (MSS). The key selector, slot
selector, and MIC shuffle selector are all used by MSS. MSS employs one of four encryption
algorithms, including RC4, RSA, Blowfish, and AES. [10]

Kirti Raj Bhatele et al. proposed a hybrid security protocol for improved security by combining
symmetric and asymmetric cryptographic algorithms. The MDS algorithm is used to calculate the
hash value of the decrypted message using the AES algorithm. This hash value was encrypted with
dual RSA and the encrypted message was also sent to the destination. At the receiving end, the
hash value of the decrypted plaintext is calculated using MDS5 and then compared to the hash value
of the original plaintext calculated at the sending end to ensure its integrity. This allows us to
determine whether or not the original text was altered during transmission through the
communication medium. [11]

RESEARCH METHODOLOGY:

A study is being conducted for various popular secret key algorithms. They were put in place, and

their performance was evaluated by encrypting real-time video streaming of varying contents.
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Books, educational and development journals, government papers, and print and online reference
resources were among the secondary sources we used to learn about the composition, use, and
consequences of Wi-Fi Based Secure Wireless Communication Using RSA.

RESULT AND DISCUSSION:

The PROTEUS MODELING yielded the following results, which describe the encryption and
decryption algorithms of our proposed system. The figure depicts the scanning of input texts in
preparation for encryption. The condition of the switches is checked for inputs, and the encryption
process is carried out. [12]
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Figure : Simulation result showing the transmission of the input text

The simulation results in Figure show that the input text is transmitted to the receiver side. [13]
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Figure depicts a hardware-implemented RSA encryption module. In the decryption module, the p,
q values, and plain text are entered, and the keys (n, e, d) are generated using the RSA algorithm.
According to the RSA encryption formula, the plain text value of 1542 is encrypted to the cypher
text value of 8,135,351. [14-15].

Name Value 400 ns 1,500 ns 1,600 ns 1,700 ns 1,800 ns
) & plain_tex 1542 1542

) & p[16:0] 2207 2207

) & q16:0) 4363 4363

) % n320] 9629141 920141

) 3§ e320) 5 5

) % d511.0) 3849020 BN

) %lcipher_tex 8135351 | 8135351

Figure: 7 Encryption simulation results
CONCLUSION:

Cryptography is the most secure method of data security. When compared to previous works, the
proposed RSA performs better. It will take less time, and breaking the encryption algorithm
without knowing the exact key value is impossible. This algorithm can be used to encrypt and
decrypt data in any type of public application that sends confidential data.
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